SOLUTIONS PARTNER
SECURITY

Benefits for Security

Benefits will include all common Solutions Partner benefits, like go-to-market services, TP&D advisory hours, technical
support incidents, as well as unique product benefits designed specifically for Solutions Partner for Security.

Product Group Solutions Partner for Security Security specialization*

Azure Production Credits $6,000 per year (bulk) $9,000 per year (bulk)
. Bulk offer delayed — in interim, dev/test credits are provided Bulk offer delayed — in interim, dev/test credits are provided

b B/ G el with Visual Studio Enterprise with Visual Studio Enterprise
Visual Studio Subscriptions 25 Visual Studio Enterprise subscriptions 10 Visual Studio Enterprise subscriptions
Dynamics 365 (D365) D365 Operations Application Partner Sandbox, D365 Sales, -

Field Service and Customer Service Partner Sandbox
Viva 50 users -
Microsoft 365 (M365) 100 M365 E5 users, 12 Business Premium users, 50 M365 E5 users

25 M365 EDU A5 users
Windows 365 Enterprise 5 users (Premium) -
Microsoft Project Online 20 users (Plan 5) -
Visio Online 5 users (Plan 2) -

Software Licenses 100 Windows Server Standard 2022, 32 Windows Server 2022

Data Center, 16 SQL Server, 100 System Center Standard, select
CALs, and more

*Max stacking of 3 specializations across all Security specializations.
This asset is intended only for reference purposes as a high-level overview. Benefits are subject to change. Full details and terms and conditions are subject to applicable program guide.

Requirements for Security: Skilling

Intermediate Skilling

The applicable certifications for the Security Verified partner designation are:

® Partner should have a minimum of six individual certified engineers to achieve full points for this category.
® A certified engineer has achieved certifications in:

o *Microsoft 365 Security Administrator Associate AND Azure Security Engineer

AND,

o At least one of the following:

o *Microsoft Security Operations Analyst; OR,

o Microsoft Identity and Access Administrator; OR,

o Microsoft Information Protection Administrator

*Click here to learn more about the prerequisites and certifications that will retire starting on June 30, 2023, and the new prerequisites and certifications that will
be available starting on July 1, 2023.

All dates and requirements subject to change.
For more information about requirements specific to Solutions Partner for Security, click here.
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ZERTIFIZIERUNGSPFADE FUR SOLUTIONS PARTNER

SECURITY

Microsoft Security, Compliance, and Identity certifications

Open doors to new career possibilities. Choose the certification that's right for you,
based on the recommended skills, knowledge, and experience for each exam.

Security, Compliance, and Identity
Fundamentals
Exam SC-900

Whether you're a business stakeholder, new or
existing IT professional, or a student who has an
interest in Microsoft Security, compliance, and
identity (SCI) solutions, this certification can help you
familiarize yourself with the fundamentals of SCI
across cloud-based and related Microsoft services.

Describe the concepts of security, compliance, and
identity

Describe the capabilities of Microsoft Azure Active
Directory, part of Microsoft Entra

Describe the capabilities of Microsoft Security
solutions

Describe the capabilities of Microsoft compliance
solutions

Microsoft Security, Compliance, and Identity certifications

Identity and Access
Administrator Associate
Exam SC-300

Azure Security Engineer Associate

Exam AZ-500

Azure Security Engineers implement security controls
and threat protection, manage identity and access,
and protect data, applications, and networks in cloud
and hybrid environments as part of an end-to-end
infrastructure.

Manage identity and access

Secure networking

Secure compute, storage, and databases
Manage security operations

Information Protection
Administrator Associate
Exam SC-400

Drive success with certifications

Security Operations
Analyst Associate
Exam SC-200

The Microsoft Security Operations Analyst
collaborates with organizational stakeholders to
secure information technology systems for the
organization. Their goal is to reduce organizational
risk by rapidly remediating active attacks in the
environment, advising on improvements to threat
protection practices, and referring violations of
organizational policies to appropriate stakeholders.

+ Mitigate threats using Microsoft 365 Defender

« Mitigate threats using Microsoft Defender for Cloud
« Mitigate threats using Microsoft Sentinel

Drive success with certifications

Cybersecurity Architect Expert

Exam SC-100

The identity and access administrator designs,
implements, and operates an organization’s identity
and access management systems by using Azure
Active Directory (Azure AD). They configure and
manage authentication and authorization of
identities for users, devices, Azure resources, and
applications to ensure that identity is verified
explicitly to support Zero Trust principles.

Implement identities in Azure AD

Implement authentication and access management
Implement access management for applications

+ Plan and implement identity governance in Azure AD
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The Information Protection Administrator defines
applicable requirements and tests IT processes and
operations against those policies and controls. They
are responsible for creating policies and rules for
content classification, data loss prevention,
governance, and protection.

Implement information protection

+ Implement DLP

+ Implement data lifecycle and records management
Monitor and investigate data and activities by using
Microsoft Purview

+ Manage insider and privacy risk in Microsoft 365

Cybersecurity architects are essential for helping
organizations design and evolve their cybersecurity
strategy to help protect a company’s mission and
business processes across all aspects of their
enterprise architecture.

« Design solutions that align with security best
practices and priorities

« Design security operations, identity, and compliance

capabilities

Design security solutions for infrastructure

Design security solutions for applications and data




ZERTIFIZIERUNGSPFADE FUR SOLUTIONS PARTNER
SECURITY

Zwischenzertifizierung BASIC = Pro Person 6,67 Punkte
Mindestens zwei Personen muissen die folgende Prifung absolvieren:
Microsoft Examen: AZ-500

Die Zertifizierung verdienen

Ein Examen ablegen ® .
L]
L]
: . Voraussetzung
ZERTIEIZIERUNGSPRUFUNG ASSOCIATE-ZERTIFIZIERUNG . . h
: I ok : Microsoft Certified: Azure 4 ohne
Microsoft Azure- N i o *
. . . Security Engineer . Punktevergabe
Sicherheitstechnologien g °
Associate i

Microsoft Examen: SC-200

e e Die Zertifizierung verdienen

[ i L]
ZERTIFIZIERUNGSPRUFUNG et ASSOCIATE-ZERTIFIZIERUNG °e Voraussetzung
: ; : e Microsoft Certified: ®e ohne
Microsoft Security Operations Seeuiiity Oparations o’
o
Analyst e e Punktevergabe

Bis zu sechs Personen konnen durch Erreichen der der folgenden Zertifizierungen Punkte sammeln:
Microsoft Examen: SC-300

Die Zertifizierung verdienen

Ein Examen aklegen LI
[ ]
: ¥ ¢ BASIC = Pro Person
ZERTIFIZIERUNGSPRUFUNG ASSOCIATE-ZERTIFIZIERUNG ° . .
Microsoft ldentity and Access & Microsoft Certified: o ’ 6,67 Punkte
i y Identity and Access P (Max. 40 Punkte)
Administrator A : .
Administrator Associate P
ODER

Microsoft Examen: SC-400

Die Zertifizierung verdienen

Ein Examen ablegen °
L]
L]
L] -
Loy v e ASSOCIATE-ZERTIFIZIERUNG », BASIC = Pro Person
— -"”"““' °
: s Microsoft Certified: .* 6,67 Punkte
Verwalten von Information Inf tion Protecti q . ®
Protection und Compliance in 23 orm.a i ‘?E_Io" ok o ® (Max. 40 Punkte)
2 Compliance Administrator °
Microsoft 365 i °
Associate
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TRAININGS UND EXAMEN FUR SOLUTIONS PARTNER
SECURITY

The journey to Microsoft Certified: Get started at

Azure Security Engineer Associate aka.ms/AzureCerts SecurityEngineer

\ Start here
Decide if this is the right

certification for you Get trained Build confidence Get recognized Continue to grow

This certification is a good fit if Skills outline guides Take a practice exam > Pass Exam AZ-500 to earn Explore this resource next
your responsibilities include: > AZ-500 > Microsoft Learn this certification. . Microsoft Azure Well-

« Maintaining security posture. Practice Assessment AZ-500 Architected Framework

o - Microsoft
« Identifying and remediating Self-paced training CARIIEND)
vulnerabilities by using a variety

of security tools.

Skills measured:
> Microsoft Learn o
« Manage identity and access

* K
« Implementing threat protection. + Secure networkin
Instructor-led training 9

* Responding to security incident

- Mi « Secure compute, storage, and . .
escalations. > Course AZ-500: Microsoft Azure databases P 9 Microsoft Certified:
Security Technologies (4 days Azure Security Engineer Associate

« Manage security operations N . .
Azure Security Engineers implement

Virtual events security controls and threat protection,
Microsoft Virtual Training Days manage identity and access, and protect
> data, applications, and networks in cloud

and hybrid environments as part of an
end-to-end infrastructure.

First, make sure your skills are

up to date.

Need to update your skills in Additional resources Products featured
Azure administration? .

Azure Administrator training Microsoft Docs « Microsoft Azure
on Microsoft Learn. Azure Architecture Center

& Microsoft Security Watch the Azure certifications overview video

The journey to Microsoft Certified: Get started at
Security Operations Analyst Associate aka.ms/SecurityCerts OperationsAnalyst

\ Start here
Decide if this is the right

certification for you Get trained Build confidence Get recognized Apply skills
This certification is a good fit if Skills outline guides Take a practice exam > Pass Exam SC-200 to earn > Cloud Games on Microsoft Learn
your responsibilities include: > SC-200 > Microsoft Learn this certification.
« Collaborating with organizational Practice Assessment SC-200

stakeholders to secure . Microsoft

information technology systems Self-paced training Skills measured:

. - % Microsoft Learn « Mitigate threats using

« Identifying and remediating Microsoft 365 Defender

* Kk

wvulnerabilities

Mitigate threats using

« Advising on improvements to Instructor-led training Microsoft Defender for
threat protection practices >  Course SC-200: Microsoft Security Cloud Microsoft Certified:

« Investigating, responding to, and Operations Analyst - Mitigate threats using Security O ions Analyst A
hunting for threats (4 days) Microsoft Sentinel

Microsoft 365 Security Administrators
proactively secure Microsoft 365
Virtual events enterprise and hybrid environments,
> Microsoft Virtual Training Days implement and ‘manage security and
compliance solutions, respond to
threats, and enforce data governance.

First, make sure your skills are up to date. Additional resources

Need to update your skills in g/hcrosoft_iecum Technicl Products featured

security operations analysis? Content Library

Security Operations Analyst Associate Azure Active Directory on Tech « Microsoft 365 Defender * Microsoft Sentinel
training on Microsoft Learn. Community. * Microsoft Defender for Cloud

& Microsoft Security Watch the SCI certifications overview video
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ZERTIFIZIERUNGSPFADE FUR SOLUTIONS PARTNER

SECURITY

The journey to Microsoft Certified:

Identity and Access Administrator Associate

Get started at
aka.ms/SecurityCerts ldentityAccessAdmin

\ Start here
Decide if this is the right

certification for you

This certification is a good fit if
your responsibilities include:

« Designing, implementing, and
operating an organization’s
identity and access management
systems >

« Providing secure authentication
and authorization access to
enterprise applications

« Troubleshooting, monitoring, and
reporting of an identity and
access environment

First, make sure your skills are up to date.

Need to update your skills in identity and

access al ration?
Identity an 3] inistrator

Associate training on Microsoft Learn.

& Microsoft Security

Get trained

Skills outline guides
SC-300

Self-paced training
Microsoft Learn

Instructor-led training

Course SC-300: Microsoft Identity
and Access Administrator

(4 days;

Virtual events
Microsoft Virtual Training Days

The journey to Microsoft Certified:
Information Protection Administrator Associate

\ Start here
Decide if this is the right

certification for you

This certification is a good fit if
your responsibilities include:

« Planning and implement controls
to meet organizational compliance
needs

« Translating requirements and
compliance controls into technical
implementation

« Implementing technology >
sufficiently address regulatory
requirements

« Defining requirements, testing IT
processes and operations to create
policies and rules for content >
classification, data loss prevention,
governance, and protection

First, make sure your skills are up to date.

Need to update your skills in information
protection administration?

Information Protection Administrator
Associate training on Microsoft Learn.

& Microsoft Security
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Get trained

Skills outline guides
SC-400

Self-paced training
Microsoft Learn

Instructor-led training

Course SC-400: Microsoft
Information Protection

Administrator (4 days

Virtual events

Microsoft Virtual Training Days

Build confidence

Get recognized Apply skills

Take a practice exam

Microsoft Learn

Practice Assessment SC-300
Skills measured:

«+ Implement identities in Azure AD

« Implement authentication and
access management

« Implement access management
for applications

+ Plan and implement identity
governance in Azure AD

Additional resources

Microsoft Security Technical
Content Library

Azure Active Directory on Tech
Community

Build confidence

Pass Exam SC-300 to earn > Cloud Games on Microsoft Learn
this certification.

Microsoft
CERTIFIED

* ok

Microsoft Certified:

Identity and Access
Administrator Associate

The Identity and Access Administrator may be a single
individual or a member of a larger team. This role
collaborates with many other roles in the organization
to drive strategic identity projects to modernize identity
solutions, to implement hybrid identity solutions, and
to implement identity governance.

Products featured

+ Azure Active Directory

Watch the SCI certifications overview video

Get started at
aka.ms/SecurityCerts InformationProtectionAdmin

Take a practice exam

Microsoft Official
Practice Test SC-400

Skills measured:

+ Implement information
protection

* Implement DLP

* Implement data lifecycle and
records management Monitor
and investigate data and
activities by using Microsoft
Purview

* Manage insider and privacy risk
in Microsoft 365

Additional resources

Microsoft Security Technical
Content Library

Azure Active Directory on Tech
Community.

Get recognized Apply skills
Pass Exam SC-400 to earn > Cloud Games on Microsoft Learn
this certification.
Microsoft
CERTIFIED
* K
Microsoft Certified:
Information Pri ion A Associate

The Information Protection Administrator defines
applicable requirements and tests IT processes and
operations against those policies and controls. They are
responsible for creating policies and rules for content
classification, data loss prevention, governance, and
protection.

Products featured

* Microsoft 365
+ Microsoft Teams

+ Microsoft Cloud App Security
+ Microsoft SharePoint

Watch the SCI certifications overview video



